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CRIMINAL LEGAL ENSURING OF SECURITY OF CRITICAL

INFORMATION INFRASTRUCTURE OF THE RUSSIAN
FEDERATION

Abstract: The article considers the
problems  associated  with  the
development of new state approaches to
ensure the security of critical
information infrastructure (hereinafter -
the CII) in the context of the existence of
threats to their information security,
including computer attacks in its regard.
We analyzed the main provisions of the
Federal Law No. 187-FZ dated July 26,
2017 “On the Safety of the CII of the
Russian Federation”.We disclosed the
content and essence of the concept of
“security of the CII”. It is justified that
the security of the ClI shall be based on
the principles and methodology of
ensuring national security. We have

developed proposals to classify part of
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the subjects of economic activity as the
CIl subjects, as well as offered some
additional mechanisms to increase the
security of the CIl. We proposed to
develop and implement: the federal state
standard of higher education in the
direction of “safety of the CII”;
retraining and advanced training courses
in the direction of “safety of the CII”’; a
mechanism  for  improving  the
qualifications of officials of the CII
subjects on various issues of ensuring its
security; security insurance mechanism
for the CCI; a mechanism for organizing
international, all-Russian, regional and
sectoral cyber orders at the CIl objects. It
has been established that the security of

the CIl directly depends on the
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correctness of decision-making in
countering computer attacks, the speed
and effectiveness of the actions of their
entities. Itis proved that the criminal law
norm on liability for unlawful influence
on the CII of the Russian Federation
shall be changed.
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Introduction

With  the growing new
challenges and threats in the information
sphere, ensuring the security of the Cll is
becoming a priority state task, including
its criminal law provision. The stable
functioning of the CII has a significant
impact on the  socio-economic
development of Russia in the digital
economy, including the security of

information infrastructure for citizens,

representatives of business and the sfast;l
in the digital space.
Attackers  are  constantly
improving the technology of computer
attacks on the CII. A vivid example is the
malicious

actions  of computer

ransomware WannaCry and
Petya/Petrwrap/NotPetya/exPetr, which
used vulnerabilities in user software for
a computer attack.

The problem of securing the CII
has long been of interest to many
scientists. Despite the small number of
scientific papers on the topic under
discussion, a  rather  extensive
methodological base has  been
developed. At the same time, there are
many unsolved problems in the analysis
of the security problem of the CII of

Russia.

Materials and methods

The materials for the work were
the provisions of the Russian and foreing
criminal and information legislation, as
well as regulatory legal acts in the field
of ensuring security of the CII.

The reliability of results
obtained is ensured based on the analysis
of significant and necessary array of

legislative norms, statistical data, as well
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as the use of modern research methods of
legal institutions: historical and legal,
logical, formal-legal, comparative law,
system-structural and other methods of
scientific knowledge.

Results and Discussion

The study of genesis of the
stated question requires, first of all,
understanding of the concept of
“security”.

In meaning, the term “security”
(from Latin securitas; English safety,
security; French securite) means the
absence of danger, that is, the state in
which danger does not threaten, there is
protection against it.

In the broad sense of the word,
the term “security” refers to a situation in
which the probability of causing harm to
protection object and its possible size, in
the opinion of the subject evaluating the
situation, is less than a certain
subjectively established limit [1].

Therefore, in its general form,
security means the state of security of an
individual, society, state from internal
and external threats or dangers.

This understanding is the basis
of the definition of national security of

the Russian Federation, as enshrined in
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the Strategy [2]. In turn, the national

security of the Russian Federation
substantially depends on ensuring
information security [3].

The legislator defines the
security of the CIlI of the Russian
Federation as the state of protection of
the CII, ensuring its stable functioning
when conducting computer attacks in
relation to it [4].

Obviously, the concept of
“security of the CII” is a specific one in
relation to the concept of “information
security”, which, in turn, is one of the
security types and is included in the
concept of “national security”.

Therefore, the security of the
ClIl shall be based on the principles and
methodology of ensuring national
security.

The CII
prescribes that the CIl subjects ensure

Security  Law

the security of their information systems
(hereinafter - the IS), information and
telecommunication networks
(hereinafter - the ITN) and automated
control systems (hereinafter - the ACS).

Let us recall that Art. 2 of the
Law [5] reflects the concepts of IS and
ITN. In turn, the concept of ACS is

reflected in Art. 2 of the Law [4].
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It seems that the most serious
consequence of computer incidents is a
violation of the technological process at
the enterprise. In turn, it can, for
example, lead to damage to the
manufactured product or to a decrease in
the quality of customer service, as well
as to a decrease in volumes or a
temporary suspension of production. In
addition, such incidents may entail a
reduction in the value of the company's
shares, reputational damage, penalties,
which may also ultimately be the target
of computer attack [6]. Therefore, we
believe that the Cll subjects need to build
a coordinated system of their
information security, and to fulfill the
requirements for ensuring information
security already within the system. In our
opinion, such requirements are defined
in the relevant acts [7].

The CIlI  subjects include
government agencies and Russian
companies that own the IS, ITN and
ACS, and that provide the interaction of
these systems and networks [4].

Moreover, the ClI subjects shall
carry out their activities only in certain
socio-economic areas of activity [4].

It is assumed that, for example,

as a result of computer attacks on
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services for calculating and paying

utility bills, monitoring the activities of
managing and  resource-supplying
organizations, as well as condition of
state accounting of the housing stock, the
functioning of the state information
system of housing and communal
services [8], one of the most important
socially significant information system
of the state, may be disrupted.

In this regard, we should note
that the legislator has yet to attribute a
part of economic entities, which have not
been reflected in the current legislation,
to the CII subjects.

In our opinion, to successfully
resolve this issue, the legislator needs to
use the data of the All-Russian Classifier
of Types of Economic Activities
(OKVED 2) [9]. According to this
classifier, it is advisable to correlate the
type of economic activity with the
alleged ClII subject.

To better counter the computer
attacks and ensure stable functioning of
the CII objects in the face of computer
incidents [10], GosSOPKA [11]
appeared in the country.

The list of such requirements is

determined by the relevant Order of the
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FSTEC (Federal Service for Technology
and Export Control) of Russia [12].

The legislator credits the CII
objects that are endowed with a category
of significance [4] and included in the
relevant register [13] with the significant
Cll objects.

The resolution [14] established
that the categorization will be carried out
by a specially created commission of the
subject on the basis of criteria for the
significance of the CII objects. These
indicators include socio-economic and
the socio-political significance of the ClI
object.

The most significant
contribution to the digital transformation
of the Russian economy is made by the
implementation of the national program
“Digital Economy of the Russian
Federation”, adopted in accordance with
the Decree of the President of the
Russian Federation No. 204 dated May
7, 2018 “On National Goals and
Strategic Tasks of the Development of
the Russian Federation for the Period
until 2024 [15] and the protocol No. 16
dated December 24, 2018, approved by
the Presidium of the Presidential Council
for Strategic Development and National
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Projects of the Russian Federation. It

includes 6 priority directions:

- normative regulation of the
digital environment;

- information infrastructure;

- personnel for the digital
economy;

- information security;

- digital technologies;

- digital government [15].

Particular attention in the
Russian national program is paid to the
security of the CII, and the introduction
of digital technologies, in particular, new
intelligent  technologies, since the
formation of legal basis for the use of
artificial intelligence has begun, which
requires taking actions and decisions to
prevent possible negative manifestations
of its use and state response to them [16].

When studying social relations
evolving over the criminal law
regulation of unlawful influence on the
CIl of the Russian Federation and some
foreign countries [17, 18, 19, 20, 21, 22,
23], we established that the norms of
foreign  and  Russian  legislation
providing for liability for encroachments
on the CII objects are mostly blanket in

nature.
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Edition of Art. 274.1 of the
Criminal Code of the Russian Federation
[24] (hereinafter - the CC RF) is a
structure consisting of three rules on
liability for crimes in the field of
computer information: Art. 272, 273 and
274 of the CC RF.

Within the meaning of Art.
274.1 of the CC RF, all these acts shall
be directed against the CIl objects. Thus,
the analyzed criminal law norm
competes immediately with three articles
(Art. 272,273 and 274 of the CC RF) and
is special in relation to them. In a sense,
the construction of Art. 274.1 of the CC
RF contradicts the prevailing domestic
traditions of criminalization and use of
legal techniques in describing the
criminal law norms. Following them, it
would be preferable to implement the
establishment of stricter criminal
liability for attacks on the objects of
critical information infrastructure by
highlighting the relevant qualifying and
especially qualifying features in Art. Art.
272, 273 and 274 of the CC RF [25]. We
agree with the opinion of scientists.

We believe that the penal law
on liability for unlawful influence on the
ClIl of the Russian Federation requires a

change.

288

Conclusions

The above analysis shows that
the global digital space is the target of
well-organized computer attacks. The
methods and tools used to prepare them
are constantly being improved. Such
computer attacks can be directed against
various Cll objects of foreign states.
Effective counteraction to computer
attacks is possible only within the
framework of the joint efforts of all
interested countries, primarily national
authorized bodies in the field of
detection and prevention of computer
attacks, and the unification of
international legislation in the field of
security of the CII.

Summary

Given all of the above, we offer
to develop and implement:

- FSS HE in the direction of
“safety of the CII”;

- retraining and advanced
training courses in the direction of
"safety of the CII";

- a mechanism for improving
the qualifications of officials of the CII
subjects on various issues of ensuring its

security;
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- security insurance mechanism
for the CCl,;

- a mechanism for organizing
international, all-Russian, regional and
sectoral cyber orders at the CII objects.

Thus, summing up the research,
we can state that the security of the CII
directly depends on the correctness of
decision-making in countering computer
attacks, the speed and effectiveness of

the actions of their entities.
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